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MEASURES FOR INCREASED SECURITY OF COKMOHICATIOH IBTELLIfiEHCE 

THE PROBLEM 

X, Mhat Additional measures should bo taken to protoot suoh COMIST 
sources as nay be expected soon to yield vital information, the drying 
! up of which should be prevented at all costs? 

a 

* FACTS BEARIBG UFOH THE PROBLEM AMD DISCUS6X0X 

t 

| X. As set forth in Paragraphs 1-18 in the Enclosure* 

I 

* 

{ coscujsiois 

i 

! 8* It is concluded thats 

I 

' a* A review of the entire problem of CQMIHT security is 

» 

| warranted in the light of the present situation wherein there appears to 

f 

be a gradual lessening of security in the face of a more pressing need 
therefor* 

b* The possibility of some approach to a state of readability 
of certain high-level cryptosystems makes it imperative that there be no 

4 

delay in the re-examination of present COMIST security measures and the 
formulation and application 'f new or additional measures which asy pre- 
I vent a repetition of the losses suffered in the recent past. 
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a* la oonncotloa with oertain current high- lev® 1 COMXB? 
problems It Is possible and it may be advisable to institute security 
safeguards suoh as sere in force in connection with certain high-level 
COHISf problems in World ifar IX* 

BECOMMEHDATIOKS 
4« It is reoonraonded that* 

a* tTSCIB direct the TJSCIB Security Committee to make the 
review referred to in Bar* 8a and to submit recommendations arising 
from a consideration of Bars. 5b and Sto of the foregoing conclusions* 
b. The TTSCIB Security Committee bo direoted to submit its 
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1, The Director, APSA is beooming increasingly concerned over what 
appear* to be a gradual lessening of the security of OCMIST In the face 
of a sore proa* lug coed therefor. Although a number of important and 
basic steps have been taken since the ear to establish security on a 
firmer foundation, other developments have occurred whioh have, to a 
large extent, nullified the ef foots of our advances. 

f. Since the end of World War IX there ha* been a continual 
improvement in the types of cryptosystems employed by foreign govern** 
saints end a steady tightening of ocrarcunication security practices, 
especially by the j Hot only has this been ftvnn wjum^aa a 

result of eanoentrated effort APSA eucoeoded in solving these- o w amun lca- 

A, 

Ai a ga , the fruits thereof were a oan denied us because of the withdrawal 
from usage of all high-level systems soon after suooees in their 

solution was attained. 

3. Of the types of high-level systems still in use by 
one Is unreadable and tbs other has been read fragment ar i ly to a very 
limited degree, la the latter ease, work has been surrounded by the 
most stringent safeguards end virtually no dissemination has been made 
of end products . 

A. Meanwhile there has been a steady and substantial increase of 

&VT of- ' " 

both workers and consumers. The .indoctrinated, liet has risen from 

A A 

694 la February 1947 to 1,352 in June i960. In addition, there have 






been innumerable individual* brought into tho fringe of knowledge for 
administrative, budgetary* or other reason* • 

6* Aside froa tbo foregoing, pertain dissemination safeguards 
have gradually been relaxed. Material is now distributed end maintained 
in a number of areas in Washington outside tbo produo lag agencies* where 
it was never permitted before. Moreover* distribution has been author* 
ised to additional agencies. Restrictions ua the distribution of 
material to* and maintenance in. occupied areas have also been cased. 

A. In the face of all this, the demand for COUIRT has become 
increasingly groat end the need for its protection imperative. Me have 
now been virtually out of touch with high-level ocemmieationg 

for three years. If wo should regain oontaot and then lose it again we 
are likely to be denied this vital source of intelligence for a much 
longer period. 

7. Since tho War, the basic essentials for offootlve security 
control have finally boon established after years of effort. Tfa now 
have i 

a. A federal protective law 

b» Seourlty agreements with our foreign collaborators 
». improved investigative machinery 
d» An interdepartmental authority (USClfl) 

e. Corjacn security standards 

f. A single O.S. producer of high-level COSfIST- (AF8A) 
g« General appreciation of the value of COMIRT 
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6* la addition to the foregoing, there has boon instituted within 

JLFSA itself a fairly rigid system of a ompar tmcntat i on of problems, a 

ua. CctAl^ 

feature whioh militates against teohnioal effiolency^but whioh is con- 
sidered essential for security. 

9. a. Em w aver, j^splte tbo mechanisms and factors listed above, 
it is not believed that the security situation has been improved to a 
degree whioh warrants brushing aside of all fear that further or future 
success on high- love 1 problems may be nullified by leakage of informa- 
tion to the Governments whose communi cations have been successfully 
attacked. In fact, tbo basis for continued apprehensions oca this score 
remains tho saao, or even stranger than before because of certain 
shortcomings in tho COTJIST socurity picture* Among than arc the 



following j 



(l) iZe much individual authority and discretion are left 
A 



to individual oensvanor and producer agencies to insure uniform applica- 
tion of adequate security measures* (The soourity control of atomic 
energy information is sore centralised and rigid.) 

(E) Thors is no over -all authority to insure observance of 
soourity regulations* (inspection authority guoh as that which was 
exercised by tho Cryptographlo Security Board might well be vested in 
TJSCIB*) /Co wciUv 4 cp 

(3) The re— is far t"s wids ^diseemlnation of result^* (Over 
1,000,000 oopiea of COMINT translations, representing some 16,000 
individual decrypted messages, were disseminated in September, i960* 

The handling of the German problem proved that COMINT can be effectively 
used even with the most drastio restrictions on dissemination*) 
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(4) The administrative, control, and budgetary machinery 
and procedures aro such that large numbers of individuals must be 
apprised of numerous details of COUIKT activities, (The large number 
of agencies , offices , boards, and oonanittoes oonooruod with the 
operation and administration of COlilHX activities seooseltates ltmumer- 
able reports, justifications, e to., whloh are Tory hasardous to 
security. The arrangements governing the operation of 014 are muoh 
wore oonduolre to eeoreoy,) 

b. It is obvious that under conditions such as the foregoing, 
the laws of probability are bound to operate to produce inadvertent leak- 
age of information, even though the question of loyalty may not enter 
into the picture at all* The o banco for loss of documents increases 
ce rt a inly with the number of documents disseminated, and in the COlflSX 
field the loss of a single document, sometimes regardless of its 
specific contents, may have disastrous consequences - If the dooument 
should fall into the wrong hands lt| / wlTl \ ^o4t oortainl y\ be followed by 
such consequences upon our COUNT activities* 

IQ* During World War II certain special security safeguards wore 
established in particular segments of the German COMIST problem* Aotual 
experience with those safeguards amply demonstrated their feasibility 
end the practicability of operating successfully with the absolute 
ali»4«ann of dissemination and of maintaining the utmost security under 
difficult circumstances* That experience constitutes a contradiction 
of the frequently-heard contention that operational effectiveness of 
COMIKT Is inevitably defeated by too strict limitation of dissemination* 
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11* It la poaalble to aafeguard C0HXS7 by coplcying apeeial dia- 
gulaea which will not handicap It* uBofulnosa and which at the ease 
tin* will carve to hide tho cxaot source from which It cornea. 

18* The latter possibility, together with mar# rigid limitation* 
on dissemination my be naooaaary to lnaure va agalnat the drying up 
of the aoureea of thia vital Information. 





